
Contract Rider between Vestal Central School District 

And 

_________________________ 

a. _____________________(Vendor) acknowledges that the  Vestal Central School
District (Customer) is a public education governmental unit pursuant to the laws
of the State of New York.

b. This Rider is hereby incorporated into the Agreement between Vendor and
Customer.  Notwithstanding any other language in the Agreement, including any
referenced documents as well as otherwise incorporated documents, to the
contrary, the language of this Rider has been individually negotiated and
supersedes any other language that conflicts with the provisions of this Rider.

c. No part of this Agreement can be changed or modified as relates to Customer,
without Customer’s prior written notice and written agreement of the proposed
changes to the Agreement.

d. Vendor agrees to defend, indemnify, and hold harmless Customer and Customer’s
officers, employees, volunteers, Users, agents, and other representatives
(collectively Indemnitees) from any and all losses, costs, liabilities, damages, and
expenses (including but not limited to reasonable attorneys’ fees and reasonable
attorneys’ fees in seeking to enforce its rights pursuant to this Agreement) arising
out of intellectual property claims brought by third parties based upon any
intellectual property supplied to Indemnitees by Vendor or Vendor’s affiliates or
licensors pursuant to this Agreement.

e. No defense, indemnification, or hold harmless provision of the Agreement shall
applied against  Customer except to the extent Vendor also provides that identical
provision protecting Customer and Customer’s officers, employees, volunteers,
agents, authorized users and other representatives.

f. Vendor waives and releases Customer from any claim of reimbursement of legal
fees relating to its enforcement of the Agreement except to the extent the relevant
provision of the Agreement provides that the prevailing party is entitled to such
fees on the disputed matter following the decision and judgment of a Court of law
finally deciding the matter.

g. Customer general liability.  No limitations, exclusions, disclaimers or other
language seeking to reduce or eliminate Vendors legal or financial duties shall
apply to its duties under this subparagraph of the Rider.



h. No limitations shall apply to Vendor’s duty to defend, indemnify, or hold harmless
pursuant to subsection d above.   For all other liabilities, Vendor’s liability to
Customer shall be the greatest of the amount and kind provided for in the
agreement, or,

a. One year’s fees payable by Customer to Vendor pursuant
to Agreement, or

b. Vendor’s applicable insurance coverage.

i. The Parties agree that this Agreement shall be governed by the laws of the State
of New York, without regard to its conflict of laws principles.  The parties agree
that exclusive jurisdiction to resolve any conflicts relating to this Agreement shall
be in the State and Federal Courts with venue in Broome County New York.  The
Parties consent to personal jurisdiction in such Courts.  Arbitration is expressly
prohibited. There is no waiver of class action suits against Vendor.

j. No assignment shall be authorized against a Customer without its written
consent.

k. No Service of Process against Customer by electronic means is permitted.

l. Vendor acknowledges that Customer is subject to New York State Freedom of
Information Law. Confidential Information does not include any information
required to be produced pursuant to law, or a lawfully issued subpoena or other
judicially enforceable demand. Customer does not have to provide advance notice
to Vendor prior to complying with such lawful demands for information.

m. No limitation of time in the Agreement shall shorten Customers’ time period to
seek redress from the Vendor and where not satisfied, bring an action or special
proceeding against Vendor as otherwise provided by applicable law.

n. Vendor’s rate of interest on any unpaid amounts due from Customer shall be 3%
annual.

o. This Rider shall survive termination of the Agreement.

_____________________________ _________________________ 

Vestal Central School District Date 

______________________________ _____________________________ 

Vendor  Date 



Exhibit A 

DATA PRIVACY RIDER FOR ALL CONTRACTS INVOLVING PROTECTED DATA 
PURSUANT TO EDUCATION LAW §2-C AND §2-D 

District and Vendor agree as follows: 

1. Definitions:

(1) Protected Data means personally identifiable information of students from student education
records as defined by FERPA, as well as teacher and Principal data regarding annual professional
performance reviews made confidential under New York Education Law §3012-c and §3012-d;

(2) Personally Identifiable Information (PII) means the same as defined by the regulations
implementing FERPA (20 USC §1232-g);

2. Confidentiality of all Protected Data shall be maintained in accordance with State and Federal 
Law and the District’s Data Security and Privacy Policy;

3. The Parties agree that the District’s Parents’ Bill of Rights for Data Privacy and Security are 
incorporated as part of this agreement, and Vendor shall comply with its terms;

4. Vendor agrees to comply with Education Law §2-d and its implementing regulations;

5. Vendor agrees that any officers or employees of Vendor, and its assignees who have access to 
Protected Data, have received or will receive training on federal and State law governing 
confidentiality of such data prior to receiving access;

6. Vendor shall:

(1) limit internal access to education records to those individuals that are determined to have
legitimate educational interests;

(2) not use the education records for any other purposes than those explicitly authorized in its
contract. Unauthorized use specifically includes, but is not limited to, selling or disclosing
personally identifiable information for marketing or commercial purposes or permitting,
facilitating, or disclosing such information to a third party for marketing or commercial purposes;

(3) except for authorized representatives of the third party contractor to the extent they are
carrying out the contract, not disclose any personally identifiable information to any other party:

(i) without the prior written consent of the parent or eligible student; or

(ii) unless required by statute or court order and the party provides notice of the
disclosure to the department, Board of Education, or institution that provided the
information no later than the time the information is disclosed, unless providing
notice of the disclosure is expressly prohibited by the statute or court order;

https://www.vestal.stier.org/Downloads/5676%20-%20Data%20Security%20and%20Privacy.pdf


(4) maintain reasonable administrative, technical and physical safeguards to protect the security,
confidentiality and integrity of personally identifiable student information in its custody;

(5) use encryption technology to protect data while in motion or in its custody from unauthorized
disclosure using a technology or methodology specified by the Secretary of the United States
Department of Health and Human Services in guidance issued under Section 13402(H)(2) of
Public Law §111-5;

(6) adopt technology, safeguards and practices that align with NIST Cybersecurity Framework;

(7) impose all the terms of this rider in writing where the Vendor engages a subcontractor or other
party to perform any of its contractual obligations which provides access to Protected Data.

(8) If any terms of the foregoing agreement conflict with any terms of this exhibit, the terms of
this exhibit, New York Education Law §2-d and the regulations shall control.”



Exhibit B 
PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 

The District, in compliance with Education Law §2-d, provides the following: 

DEFINITIONS: 

As used in this policy, the following terms are defined: 

Student Data means personally identifiable information from the student records of a 
District student. 

Teacher or Principal Data means personally identifiable information from District records 
relating to the annual professional performance reviews of classroom teachers or Principals 
that is confidential and not subject to release under the provisions of Education Law §§3012-
c and 3012-d. 

Third-Party Contractor means any person or entity, other than a District, that receives 
student data or teacher or Principal data from the District pursuant to a contract or other 
written agreement for purposes of providing services to the District, including, but not limited 
to, data management or storage services, conducting studies for or on behalf of the District, 
or audit or evaluation of publicly funded programs. Such term shall include an educational 
partnership organization that receives student or teacher or Principal data from a school 
district to carry out its responsibilities pursuant to Education Law §211-e and is not a District, 
and a not-for-profit corporation or other nonprofit organization, other than a District. 

Parent means a parent, legal guardian, or person in parental relation to a student. These rights 
may not apply to parents of eligible students. 

Eligible Student means a student 18 years and older. 

1. Neither student data, nor teacher or Principal data will be sold or released for any
commercial purpose;

2. Parents have the right to inspect and review the complete contents of their child's
education records. Procedures for reviewing student records can be found in the Board
Policy entitled Student Records: Access and Challenge (#7240).

3. Security protocols regarding confidentiality of personally identifiable information are
currently in place and the safeguards necessary to protect the confidentiality of student
data are maintained at industry standards and best practices as defined below. The
safeguards include, but are not limited to, encryption, firewalls, and password
protection. As required by Education Law §2-d (5), the National Institute for Standards
and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1 (NIST Cybersecurity Framework or NIST CSF) is adopted as the standard
for data security and privacy;



4. New York State maintains a complete list of all student data collected by the State and
the data is available for public review at
http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx, or by writing to the
Office of Information & Reporting Services, New York State Education Department,
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234;

5. Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed to the District's Data Protection Officer at
607-757-2211.

Complaints may be also be submitted to NYSED online at 
www.nysed.gov/data-privacy-security, by mail to Chief Privacy Officer, New York 
State Education Department, 89 Washington Avenue, Albany, NY 12234; by email to 
privacy@nysed.gov; or by telephone at 518-474-0937. 

6. Parents have the right to be notified in accordance with applicable laws and regulations
if a breach or unauthorized release of their student's personally identifiable information
occurs.

7. Educational agency workers that handle personally identifiable information will
receive annual training on applicable state and federal laws, the educational agency's
policies, and safeguards associated with industry standards and best practices that
protect personally identifiable information.

8. The District will promptly acknowledge receipt of complaints, commence an
investigation, and take the necessary precautions to protect personally identifiable
information.

• Following its investigation of a submitted complaint, the District shall provide the
parent or eligible student with its findings within a reasonable period, but no more
than 60 calendar days from receipt of the complaint;

• Where the District requires additional time, or where the response may
compromise security or impede a law enforcement investigation, the District shall
provide the parent or eligible student with a written explanation that includes the
approximate date when the District anticipates that it will respond to the complaint;

• The District will require complaints to be submitted in writing;
• The District will maintain a record of all complaints of breaches or unauthorized

releases of student data and their disposition in accordance with applicable data
retention policies, including the Records Retention and Disposition Schedule
LGS-1.

http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx,
http://www.nysed.gov/data


9. This policy will be regularly updated with supplemental information for each
contract the District enters into with a third-party contractor where the third-party
contractor receives student data or teacher or Principal data. The supplemental
information must be developed by the District and include the following information:

• the exclusive purposes for which the student data or teacher or Principal data will
be used by the third-party contractor, as defined in the contract;

• how the third-party contractor will ensure that the subcontractors, or other
authorized persons or entities to whom the third-party contractor will disclose the
student data or teacher or Principal data, if any, will abide by all applicable data
protection and security requirements, including, but not limited to, those outlined
in applicable State and federal laws and regulations (e.g., FERPA; Education
Law §2-d);

• the duration of the contract, including the contract's expiration date and a
description of what will happen to the student data or teacher or Principal data
upon expiration of the contract or other written agreement (e.g., whether, when
and in what format it will be returned to the District, and whether, when and how
the data will be destroyed);

• if and how a parent, student, eligible student, teacher or Principal may challenge
the accuracy of the student data or teacher or Principal data that is collected;

• where the student data or teacher or Principal data will be stored, it will be
described in such a manner as to protect data security and the security protections
taken to ensure that such data will be protected and data security and privacy
risks mitigated; and how the data will be protected using encryption while in
motion and at rest will be addressed.

10. This policy shall be published on the District's website. This policy shall also be
included with every contract the District enters with a third-party contractor where
the third-party contractor receives student data or teacher or Principal data.



Vestal Central School District 
New York State Education Law 2-D: Supplemental Information 

*This section to be completed by the Vendor*

CONTRACTOR [Vendor Name] 

PRODUCT [Product Name] 

SUPPLEMENTAL 
INFORMATION ELEMENT SUPPLEMENTAL INFORMATION 

Please list the exclusive purposes for which the 
student data or teacher or Principal data will be 
used by the third-party contractor, as defined in the 
contract (or list the section(s) in the contract where 
this information can be found) 
Please list how the third-party contractor will ensure 
that the subcontractors, or other authorized persons 
or entities to whom the third-party contractor will 
disclose the student data or teacher or Principal data, 
if any, will abide by all applicable data protection and 
security requirements, including, but not limited to, 
those outlined in applicable State and federal laws 
and regulations (e.g., FERPA; Education Law §2-d) 
(or list the section(s) in the contract where this 
information can be found) 
Please list the duration of the contract, including the 
contract’s expiration date and a description of what 
will happen to the student data or teacher or Principal 
data upon expiration of the contract or other written 
agreement (e.g., whether, when and in what format it 
will be returned to the District, and whether, when 
and how the data will be destroyed) (or list the 
section(s) in the contract where this information can 
be found) 
Please list if and how a parent, student, eligible 
student, teacher or Principal may challenge the 
accuracy of the student data or teacher or Principal 
data that is collected (or list the section(s) in the 
contract where this information can be found) 
Please list where the student data or teacher or 
Principal data will be stored, it will be described in 
such a manner as to protect data security and the 
security protections taken to ensure that such data 
will be protected and data security and privacy risks 
mitigated; and how the data will be protected using 
encryption while in motion and at rest will be 
addressed (or list the section(s) in the contract where 
this information can be found) 

_______________________________________ ________________________ 
Signature                                                             Date 

_______________________________________ 
Name & Job Title 
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Welcome to the n2y LLC and related companies and subsidiaries (which together with each company’s shareholders, members, directors, of�cers, employees, and agents are herein collectively

called “n2y”) website. Access to, and use of, this website and its accompanying materials and content is subject to the terms and conditions listed below (the “Agreement”). Please read and

review carefully these terms and conditions which govern your use of this website and its accompanying materials and content. Your use of this website and its accompanying materials and

content signi�es your binding consent to this Agreement. This Agreement supersedes all previous representations, understandings, or agreements regarding the information contained herein.

MODIFICATIONS

n2y may revise this Agreement from time to time as a result of changes in applicable law, regulations, product and service offerings or n2y operations. Revisions to this Agreement when

possible will be posted on this website approximately 30 days in advance. You will be prompted to review and acknowledge your consent to this Agreement if any revisions have been made

before using this website and its accompanying materials and content. If you have questions regarding this Agreement, please contact n2y customer support at (800) 697‑6575. By using this

website and its accompanying materials and content, you, whether an Authorized User or other visitor to this website, are agreeing to be bound by the then-current version of this Agreement.

COPYRIGHT

© All material and content on this website is under the copyright of News-2-You, Inc. (1997–2021) and n2y LLC (2020–2021). Only employees of n2y, authorized n2y subscribers (including, but

not limited to, teachers and students), authorized n2y vendors and such other persons as n2y may designate, in its sole discretion from time to time (“Authorized Users”), may utilize this

website and its accompanying materials and content. Authorized Users may download copyrighted material for their own use only. No part of this website and its accompanying materials and

content, including the stories, reports, recipes, jokes, or pictures, may be reproduced for sale and sale is strictly prohibited.

© SymbolStix pictures are under the copyright of n2y LLC. These pictures are uniquely drawn icons that represent words. These icons are drawn in a simplistic way so students can understand

the meaning of words. There are many characteristics and logos included in the SymbolStix pictures. These characters and logos are �at representations that can be used for communication

and instruction and can be copied for these purposes only. These characters and logos may not be reproduced for sale and sale is strictly prohibited.

Terms of Use, Privacy, andTerms of Use, Privacy, andTerms of Use, Privacy, and
Con�dentialityCon�dentialityCon�dentiality
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WARNING: This website and all accompanying materials and content are protected by applicable copyright law and international treaties. Unauthorized reproduction, distribution or use of

materials or content may result in civil and/or criminal penalties and will be prosecuted to the maximum extent permitted under applicable law. You may not: (1) rent, lease or sublicense the

online subscription service, materials or content; or (2) decompile, reverse assemble or reverse engineer the online subscription service.

DISCLAIMER OF WARRANTIES

This website and its accompanying materials and content (including instructions for use) are provided “as is” and “as available” and without representations or warranties of any kind, either

express or implied, including, but not limited to, implied warranties of merchantability, �tness for a particular purpose and non-infringement. No oral or written information or advice given by

n2y shall create a warranty and you may not rely on any such information or advice.

LIMITATION OF LIABILITY

n2y does not warrant, guarantee, or make any representations regarding the use, or the results of use, of this website and its accompanying materials and content in terms of correctness,

accuracy, reliability, currentness, or otherwise. The entire risk as to the results and performance of this website and its accompanying materials and content is assumed by you. If this website

and its accompanying materials and content are defective, n2y’s sole responsibility shall be the replacement of the defective subscription, materials or content and you shall have no further

remedy relating to the defect.

n2y shall not be liable for any direct, indirect, incidental, special, consequential or exemplary damages, including, but not limited to, damages for loss of pro�ts, goodwill, use, data or other

intangible losses (even if n2y has been advised of the possibility of such damages), resulting from: (a) the use of or the inability to use this website and its accompanying materials and content;

(b) the cost of procurement of substitute goods and services resulting from any inability to use this website and its accompanying materials and content; (c) unauthorized access to or alteration

of your transmissions or data; (d) statements or conduct of any third party on this website or its accompanying materials and content; or (e) any other matter relating to this website and its

accompanying materials and content.

n2y’s products and services are controlled and operated from US-based facilities and it makes no representations that they’re appropriate or available for use in other locations. If you access or

use the services from other jurisdictions, you understand that you’re entirely responsible for compliance with all applicable international, United States and local laws and regulations, including

but not limited to export and import regulations. n2y does not target marketing campaigns or other marketing activities to individuals or organizations outside of the US. n2y is committed to

protecting its subscribers’ personally identi�able information (“PII”) as detailed in this Agreement.

CONFIDENTIALITY

This website and its accompanying materials and content contain information and images con�dential and proprietary to n2y, including, but not limited to, marketing information, product

information, advertising and teacher and student data (“Con�dential Information”). Accessing, using, copying, distributing, disseminating and changing Con�dential Information is subject to

n2y policies, restrictions and procedures regarding con�dentiality, including, but not limited to, the policies set forth herein.

Only Authorized Users may access and/or use the Con�dential Information contained on this website. If you have accessed this website and its accompanying materials and content without

authorization, you are unlawfully and wrongfully doing so. By proceeding to use this website and its accompanying materials and content, you represent that you are an Authorized User and

that you have no personal or proprietary interest in the Con�dential Information. If you do not agree to such terms, you are prohibited from using and accessing this website and its

accompanying materials and content.

You have been given access to the Con�dential Information based upon your representation that you have a need for such access and that you will only use such Con�dential Information for

authorized use. You shall not allow any unauthorized person or entity access to this website and its accompanying materials and content (including, but not limited to, the Con�dential
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Information) under your personal username and/or security password. You understand that any violation of these terms could result in disciplinary, legal and/or other action against you. You

assume any and all liability for the acts of any unauthorized user to whom you provided access to this website and its accompanying materials and content.

If disclosure of any of the Con�dential Information is requested pursuant to any subpoena or as part of any legal proceeding, deposition or cause of action, you will assert the privilege

applicable to con�dential business and proprietary information and will refuse to respond (to the fullest extent allowed by law). You will promptly advise your employer (or the party providing

you with access to this website and its accompanying materials and content) and n2y in writing of any such request for disclosure.

Unless otherwise prohibited by law, you agree to indemnify and hold harmless n2y from and against all liabilities, injuries, damages, losses, costs (including, but not limited to, court costs and

attorneys’ fees), �nes, penalties and expenses directly or indirectly resulting from the input of unsolicited Con�dential Information saved in free-form text entry �elds by yourself or any other

person authorized to enter information on your behalf.

USAGE POLICY

Authorized Users may use the materials and content and the Con�dential Information on this website solely for their personal use. Accessing, using, copying, distributing, disseminating and/or

changing Con�dential Information is subject to your underlying agreement with n2y and your compliance with this Agreement. Failure to comply with your underlying agreement with n2y or

this Agreement may subject you and/or your company to immediate termination of access rights to this website and its accompanying materials and content and/or any other actions n2y may

deem appropriate. Upon expiration of your subscription, all Authorized User accounts associated with your subscription will be automatically inactivated.

Authorized Users include (but are not limited to) service providers and students with a student login credential. Deactivation of a customer’s account will also deactivate any associated

authorized users including service provider and student login credentials.

Please note that with respect to usage of Unique Learning System , News2you™, SymbolStix PRIME , L  Skills  and Positivity  the maximum number of students that may utilize the materials

and content under a single license is 15. A single Unique Learning System  license is also grade band speci�c. With respect to the usage of Polaris™, one license includes access for one service

provider to produce roadmaps for all students for whom they are the IEP lead.

DATE OF COMMENCEMENT OF SUBSCRIPTION

You have the option to delay commencement of your subscription to a date no later than 90 days from the date of said agreement. If a delayed commencement of subscription date is not

elected and actually selected and identi�ed on the date of your underlying agreement with n2y, your subscription shall be effective immediately.

SUBSCRIPTION EXPIRATION, RENEWAL AND APPLICABLE GRACE PERIOD

Certain n2y product subscriptions are eligible for autorenewal if purchased in the n2y store for individual use via credit card. If you purchase an eligible product subscription, you will be

noti�ed of the autorenewal 30 days prior to the expiration of the same. The payment method on �le for each of these subscriptions will be charged for one additional year. If you would like to

opt out of autorenewal, you can do so by setting the autorenewal �ag to “no” in the n2y store prior to the subscription anniversary date. The remainder of n2y product subscriptions are not

eligible for autorenewal and a renewal order will need to be placed by the customer before the subscription expiration to continue service.

Payment of your subscription fee must be made in full at the time of your renewal. If you are unable to pay the renewal fee in full at the time of your renewal, you may contact n2y to request a

30‑day grace period (which may be granted or denied in n2y’s sole discretion). In the event you fail to pay your renewal fee in full within any agreed-upon grace period, your account shall

terminate effective immediately. You will be charged a prorated renewal fee for your subscription access during the grace period in accordance with the terms and conditions of your

underlying agreement with n2y if your account is terminated for nonpayment of the renewal fee. You will be invoiced for this prorated renewal fee and payment is due upon receipt.

® ® 3 ® ®
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PLEASE NOTE: THE GRACE PERIOD IS A PART OF YOUR YEAR-LONG SUBSCRIPTION AND NOT AN EXTENSION OF SUCH SUBSCRIPTION.

PRIVACY AND SECURITY

Generally, n2y employs commercially reasonable security measures that comply, in n2y’s reasonable discretion and interpretation, with all applicable Federal and state laws and regulations

regarding data privacy and security, including but not limited to the Family Educational Rights and Privacy Act (“FERPA”) and the Children’s Online Privacy Protection Act of 1998 (“COPPA”).

These measures include appropriate administrative, physical, and technical safeguards to secure data from unauthorized access, disclosure, alteration and use. n2y will conduct periodic risk

assessments and remediate any identi�ed security vulnerabilities in a timely manner. Except as expressly provided in this Agreement, neither n2y nor its successors or assigns shall have any

liability for the breach of its privacy and security measures or the integrity of its hosting services, unless caused by the willful misconduct of n2y. n2y expressly disclaims any warranty that data

exchanges are or will be secure.

Data residing on the n2y server is password protected, and account access is provided only to Authorized Users. However, the safety and security of your data also depends on you. You should

not upload or send to n2y sensitive information via email, as this is not secure. You are also responsible for keeping account usernames and passwords con�dential. Please notify n2y if you

become aware that data has been lost, stolen, or used without permission; n2y may disable access to an account in order to prevent an unauthorized third party from obtaining access to same.

THIRD PARTIES

n2y will not distribute or otherwise disclose PII to any third party without the prior written consent of an applicable customer. n2y does not sell PII to third parties. n2y shall ensure that any

third party that handles PII agrees to comply with this Agreement.

FERPA AND PII

FERPA protects the privacy interests of students in their education records. It controls the disclosure of a student’s PII from education records without the consent of the parent or eligible

student. Per Federal regulation, PII includes (but is not limited to) a student’s name, the name of the student’s parent or other family members, the address of the student or student’s family, a

personal identi�er, such as the student’s social security number, student number, or biometric record, indirect identi�ers, such as the student’s date of birth, place of birth, and mother’s maiden

name, other information that, alone or in combination, is linked or linkable to a speci�c student that would allow a reasonable person in the school community, who does not have personal

knowledge of the relevant circumstances, to identify the student with reasonable certainty, or information requested by a person who an educational agency or institution reasonably believes

knows the identity of the student to whom the education record relates. Examples of the types of PII, student data and other data that n2y may acquire include: name, student number, picture,

level, gender, birthday, parent/guardian name, address, phone, login, and more.

It is n2y’s policy to limit access to this website and its materials and content through secured interfaces that require user authentication and to have in place reasonable support measures to

protect PII.

Some n2y solutions may offer a feature that permits Authorized Users to share limited content with other members of their subscription group or in certain circumstances with members

outside a subscription group if the feature is enabled by the Authorized User. Please be aware that you are responsible to determine the appropriateness of the content, including, but not

limited to, any PII, that you decide to share via these features and for obtaining the appropriate consents where required.

COPPA

Try &
Buy

SIGN IN

Voices


CART


SUPPORT


SEARCH


CONTACT US

Solutions

Insights

About

https://www.n2y.com/
https://www.n2y.com/voices/
https://store.n2y.com/Store/Cart
https://n2y.zendesk.com/
https://www.n2y.com/search/


7/5/22, 3:37 PM Privacy Policy | n2y

https://www.n2y.com/privacy-policy/ 5/12

The Children’s Online Privacy Protection Act of 1998 (“COPPA”) regulates the online collection, use and/or disclosure of personal information from and about children under the age of 13 on

the internet. This notice is meant to inform you, the parents, of n2y’s practices regarding its collection, use and/or disclosure of personal information from such children. Please note: If there is

ever a material change in our collection, use and/or disclosure practices to which you have previously consented, this notice will be updated accordingly and provided again to you.

n2y may have collected your online contact information from your child, and, if such is the case, your name and/or the name of your child, in order to obtain your consent as required under

COPPA. Your consent is required for n2y’s collection, use and/or disclosure of your child’s personally identi�able information (“PII”) and n2y will not collect, use and/or disclose any personal

information from your child if you do not provide such consent.

To obtain veri�able parental consent to n2y’s collection, use and/or disclosure of your child’s personal information, n2y requires you use a credit card, debit card or other online payment

system that provides noti�cation of each discrete transaction to you to purchase obtain access to this website and its accompanying materials and content. If you do not provide consent within

a reasonable time from the time you are presented with this notice, n2y will delete your online contact information (if any) from its records.

In the case of a school or other organization’s purchase of a subscription to access the materials and content, the law permits it to obtain parental consent to the collection of personal

information on behalf of all of its students, thereby eliminating the need for individual parental consent to be given directly to the website operator.

Please note that you always have the right to consent to collection and use of your child’s personal information without consent to disclosure of his or her personal information to third parties.

Where applicable, n2y solutions are accessed via a separate teacher or student view. Student personal information such as name, student number, picture, level, gender, birthday,

parent/guardian name, address, phone, username is entered and established via the teacher view by an adult such as a teacher, subscription administrator, parent or guardian. They are not

entered by a child. Further, n2y may collect usage analytics to be presented back to you or your child or to your child’s teacher (if applicable) to demonstrate progress and performance or for

internal purposes to improve certain n2y products. n2y collects this information through the child’s interaction with activities and assessments in the solutions. n2y will not require your child

to disclose more information than is reasonably necessary to participate in an activity and will not retain personal information any longer than is necessary to ful�ll the purpose for which it was

collected and will de‑identify or delete the information using reasonable measures to protect against its unauthorized access or use per n2y’s retention policies.

You can review your child’s personal information, direct us to delete said information and/or refuse to allow any further collection, use and/or disclosure of your child’s information at any time.

You may revoke your consent at any time by contacting n2y Customer Service at P.O. Box 550 Huron, OH 44839, or at (800) 697‑6575. n2y takes seriously its obligation to safeguard the

con�dentiality, security and integrity of personal information collected from children and takes steps to release children’s personal information only to third parties who are capable of

maintaining the con�dentiality, security and integrity of such information and who provide assurances that they will maintain the information in such a manner. n2y does not sell your child’s

personal information to third parties or use it for marketing purposes. It is important to n2y that children and their parents understand its policy and practices concerning the collection,

disclosure and use of personal information. Please carefully read our Terms of Use, and if you have any questions about n2y’s practices, please contact n2y Customer Service at P.O. Box 550,

Huron, OH 44839, or at (800) 697‑6575.

CALIFORNIA CONSUMER PRIVACY ACT OF 2018 NOTICE (“CCPA”)

WHAT IS THE CCPA?

The California Consumer Privacy Act of 2018, Cal. Civ. Code §§ 1798.100 et seq. (“CCPA”) is a law enacted in the State of California with an effective date of January 1, 2020. The CCPA

generally expands upon the privacy rights available to California citizens and requires certain companies to comply with various data protection requirements. The detailed text of the law are

available at: TITLE 1.81.5. California Consumer Privacy Act of 2018 [1798.100 – 1798.199]

The CCPA grants Californian consumers new rights with respect to the collection of their Personal Information (as de�ned herein) and requires companies to comply with certain obligations,

including:

The consumer’s right to receive a copy, in a readily usable format, of the speci�c Personal Information collected about them during the twelve (12) months prior to their request;

The consumer’s right to know a business’s data collection practices, including the categories of personal information it has collected, the source of the information, the business’s use of the

information, and to whom the business disclosed the information it has collected about the consumer;

Try &
Buy

SIGN IN

Voices


CART


SUPPORT


SEARCH


CONTACT US

Solutions

Insights

About

tel:8006976575
tel:8006976575
https://www.n2y.com/
https://www.n2y.com/voices/
https://store.n2y.com/Store/Cart
https://n2y.zendesk.com/
https://www.n2y.com/search/


7/5/22, 3:37 PM Privacy Policy | n2y

https://www.n2y.com/privacy-policy/ 6/12

The consumer’s right to have such personal information deleted (with exceptions);

The consumer’s right to know the business’s data sale practices and to request that their personal information not be sold to third parties;

A prohibition on businesses on discrimination for exercising a consumer right; and

An obligation on businesses to notify a consumer of their rights.

WHAT IS PERSONAL INFORMATION?

The CCPA de�nes “Personal Information” as information that “identi�es, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or

indirectly, with a particular” California consumer or household. Personal information does not include publicly available information or consumer information that is de-identi�ed or aggregate

consumer information.

HOW DOES THE CCPA APPLY TO N2Y CUSTOMERS?

n2y processes data on behalf of its customers who purchase subscriptions to its products. n2y shall collect, access, maintain, use, process and transfer the Personal Information of our

customers and our customers’ end-users solely for the purpose of performing its obligations under existing contract(s) with our customers; and, for no commercial purpose other than the

performance of such obligations and improvement of the services we provide.

n2y does not “sell” our customer’s Personal Information as currently de�ned under the CCPA, meaning that we also do not rent, disclose, release, transfer, make available or otherwise

communicate that Personal Information to a third party for monetary or other valuable consideration.

n2y may share aggregated and/or anonymized information regarding use of the service(s) with third parties to help us develop and improve the services and provide our customers with more

relevant content and service offerings.

WHAT PERSONAL INFORMATION DOES N2Y COLLECT, FOR WHAT PURPOSE, FROM WHOM, AND DO WE DISCLOSE IT

TO SERVICE PROVIDERS?

Personal Information is collected in n2y’s system directly by its customers who use the data in the solutions. It is also collected by n2y to provide and develop our products and services. n2y

works to maintain the trust and con�dence consumers demonstrate when they share their personal information in the solutions. The chart below describes the categories of Personal

Information as described in CPPA, the purpose of data collection in n2y’s solutions, the source of the Personal Information, and whether n2y discloses the Personal Information for business

purposes:

CPPA CATEGORIES CPPA
DESCRIPTIONS/EXAMPLES

RELEVANCE TO N2Y TERMS OF
USE AND DATA PRIVACY

PURPOSE OF COLLECTION SOURCE OF COLLECTION DISCLOSED TO SERVICE
PROVIDER FOR BUSINESS

PURPOSE

Identi�ers name or alias, address, IP address,

email, account name, and other

identi�ers such as social security,

driver’s license, or passport

number, id. § 1798.140(o)(1)(A);

Some information in this category

is collected (either required or

optional) across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Customers use of the products

and services

Product sales process

Product servicing and support

Marketing

Product development

Customers interacting with

the products and product

support services.

Consumers interacting with

marketing services.

n2y employees interacting

with operations systems and

processes.

Yes
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CPPA CATEGORIES CPPA
DESCRIPTIONS/EXAMPLES

RELEVANCE TO N2Y TERMS OF
USE AND DATA PRIVACY

PURPOSE OF COLLECTION SOURCE OF COLLECTION DISCLOSED TO SERVICE
PROVIDER FOR BUSINESS

PURPOSE

Corporate

Administration/Operations

Personal information categories

listed in the California Customer

Records Statute

“any information that identi�es,

relates to, describes, or is capable

of being associated with, a

particular individual, including, but

not limited to,” signature, physical

characteristics, education,

employment or employment

history, and �nancial, medical or

health insurance information, as

well as the following numbers:

telephone, insurance policy, bank

account, credit card, and debit

card, id. §§ 1798.140(o)(1)(B);

1798.80(e);

Some information in this category

is collected (either required or

optional) across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Customers use of the products

and services

Product sales process

Product servicing and support

Marketing

Product development

Corporate

Administration/Operations

Customers interacting with

the products and product

support services.

Consumers interacting with

marketing services.

n2y employees interacting

with operations systems and

processes.

Yes

Protected classi�cation or

characteristics under California or

federal law

“[c]characteristics of protected

classi�cations under California or

federal law,”

id. § 1798.140(o)(1)(C); prohibits

your employer from subjecting you

to discrimination based on your:

Sexual orientation. Gender

identity and gender expression. …

Sex (including pregnancy,

childbirth, and related medical

conditions) Jun 22, 2017

Some information in this category

is collected (optional) across n2y’s

products

Customers use of the products

and services

Product development

Customers interacting with the

products and product support

services.

No

Commercial information commercial information, such as

records of personal property,

products or services purchased or

considered, and purchasing

histories or tendencies,

id. § 1798.140(o)(1)(D);

Some information in this category

is collected (either required or

optional) across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Customers use of the products

and services

Product sales process

Product servicing and support

Marketing

Product development

Corporate

Administration/Operations

Customers interacting with

the products and product

support services.

Consumers interacting with

marketing services.

n2y employees interacting

with operations systems and

processes.

Yes

Biometric information biometric information, meaning

physiological, biological, or

This category is not relevant to the

scope and functionality of n2y’s

Not applicable Not applicable No
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CPPA CATEGORIES CPPA
DESCRIPTIONS/EXAMPLES

RELEVANCE TO N2Y TERMS OF
USE AND DATA PRIVACY

PURPOSE OF COLLECTION SOURCE OF COLLECTION DISCLOSED TO SERVICE
PROVIDER FOR BUSINESS

PURPOSE

behavioral characteristics,

including DNA, suf�cient to

establish identity, such as images

of the iris, retina, �ngerprint, face,

hand, palm, vein patterns, and

voice recordings capable of

producing an identi�er template,

as well as keystroke and gait

patterns or sleep, health, or

exercise data that contain

identifying information,

id. §§ 1798.140(o)(1)(E),

1798.140(b);

customer facing solutions and

support processes covered in the

n2y Terms of Use.

Internet or other similar network

activity

internet or other network activity

such as browsing history or

interactions with websites, apps,

or ads, id. § 1798.140(o)(1)(f);

Some information in this category

is collected across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Consumer use of the products or

services

Customers interacting with

the products and product

support services.

Consumers interacting with

marketing services.

Yes

Geolocation data geolocation data,

id. § 1798.140(o)(1)(g);

Some information in this category

is collected across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Consumer use of the products

or services

Product sales process

Product servicing and support

Marketing

Product development

Corporate

Administration/Operations

Customers interacting with

the products and product

support services.

Consumers interacting with

marketing services.

n2y employees interacting

with operations systems and

processes.

No

Sensory data “[a]udio, electronic, visual,

thermal, olfactory, or similar

information,”

id. § 1798.140(o)(1)(h);

Some information in this category

is collected (either required or

optional) across n2y products.

Customers use of the products

or services

Product servicing and support

Product development

Customers interacting with the

products and product support

services.

No

Professional or employment-

related information

“professional or employment-

related information,”

id. § 1798.140(o)(1)(I);

This category is not relevant to the

scope and functionality of n2y’s

customer facing solutions and

support processes covered in the

n2y Terms of Use.

Not applicable Not applicable No

Inferences drawn from other

personal information

inferences drawn from any of the

above information to create a

Some information in this category

is collected (either required or

Customers use of the products

or services

Customers interacting with the

products and product support

No

Try &
Buy

SIGN IN

Voices


CART


SUPPORT


SEARCH


CONTACT US

Solutions

Insights

About

https://www.n2y.com/
https://www.n2y.com/voices/
https://store.n2y.com/Store/Cart
https://n2y.zendesk.com/
https://www.n2y.com/search/


7/5/22, 3:37 PM Privacy Policy | n2y

https://www.n2y.com/privacy-policy/ 9/12

CPPA CATEGORIES CPPA
DESCRIPTIONS/EXAMPLES

RELEVANCE TO N2Y TERMS OF
USE AND DATA PRIVACY

PURPOSE OF COLLECTION SOURCE OF COLLECTION DISCLOSED TO SERVICE
PROVIDER FOR BUSINESS

PURPOSE

consumer pro�le, Cal. Civ. Code

§ 1798.140(o)(1)(k).

optional) across n2y’s public

website, n2y products, the n2y

store, and the solutions used to

support the products and services

Product servicing and support

Product development

services.

CCPA PRIVACY POLICY RIGHT TO KNOW ABOUT PERSONAL INFORMATION COLLECTED AND/OR DISCLOSED

REQUEST TO KNOW:

You may request and, subject to certain exemptions, the following will be provided:

The speci�c pieces of Personal Information that n2y has about you.

The categories of Personal Information collected about you in the preceding 12 months.

The categories of the sources from which the Personal Information is collected.

The categories of Personal Information that n2y disclosed for a business purpose about you.

The categories of service providers to whom the Personal Information was disclosed for a business purpose.

The business or commercial purpose for collecting Personal Information.

REQUEST TO DELETE:

You may request deletion of Personal Information collected from you. Please note that this right does not apply in instances where n2y needs to retain the Personal Information such as (but

not limited to) any of the following to:

Provide goods or services to you;

Detect or resolve issues regarding security or functionality-related issues;

Comply with the law;

Conduct research in the public interest; and

Safeguard the right to free speech.

REQUEST TO “DO NOT SELL”:

n2y does not sell personal information of its users for monetary or other valuable consideration.

SUBMITTING REQUESTS TO KNOW AND REQUESTS TO DELETE

Beginning January 1, 2020, if you are a California resident and would like to submit a CCPA request, you may:

Contact n2y by phone at (800) 697‑6575 or
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Initiate a request by completing an online request form by visiting: n2y CCPA Request Form (via partner OneTrust)

Only you, or a person you authorize to act on your behalf may make a veri�able consumer request related to your Personal Information. You may also make a veri�able consumer request on

behalf of your minor child. To authorize another person to make a veri�able request on your behalf, you must provide that person with written permission clearly describing their authority to

make a request on your behalf. That individual must also be able to verify their identity and provide documentation of their authority to act on your behalf. An individual to whom you have

provided a power of attorney pursuant to Sections 4000 – 4465 of the California Probate Code may also make a request on your behalf.

In order to verify your identity, at a minimum, the following information will be collected:

Name

Your n2y subscription IDs (if you are the owner of the subscription(s))

Name of the n2y subscription owner (if you are not the owner of the subscription)

Date of birth

Email and email validation con�rmation

Phone number

Home address

The information you provide will be used to verify your identity and to respond to your CCPA request and for no other purpose. This information is used to verify your identity using reasonable

methods in order to process your rights request. These methods may include matching information you provide with information already maintained by n2y or through the use of a third-party

identity veri�cation service. If you are not the subscription owner (or designated subscription administrator contact on the customer account), the subscription owner/administrator will be

contacted as obligated in existing contracts to perform or authorize the release of the requested information.

We cannot respond to your request or provide you with Personal Information if we are not able to verify your identity or authority to make the request or con�rm the Personal Information

relates to you.

You are not required to have an account with n2y to make a veri�able request.

n2y will not discriminate against you for exercising your rights under the CCPA. In particular, n2y will not:

Deny you goods or services;

Charge you different prices for goods or services, whether through denying bene�ts or imposing penalties;

Provide you with a different level or quality of goods or services; or

Threaten you with any of the above.

CONTACT FOR MORE INFORMATION:

Please contact n2y by phone at (800) 697‑6575 to:

See how a consumer with a disability may access this Notice in an alternative format; or

For questions or concerns about n2y’s privacy policies and practices.
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DATA ACCESSIBILITY

n2y supports student and parent access to PII for review and correction. PII is most often created by the classroom teacher or other school administration team members in accordance with

the applicable school or district’s policies. Typically, corrections can most easily be facilitated by parents and/or students notifying the applicable classroom teacher or school administrator. In

almost all cases, schools and school districts have policies that permit these resources to make the desired corrections directly in the system. If your situation is different or you need further

assistance, please contact n2y customer support at (800) 697‑6575.

CONTENT RETENTION

n2y generally purges and/or de-identi�es PII and other Authorized User data ninety (90) days following termination of a subscription. n2y performs daily system backups of production data for

purposes of disaster recovery. These backups are encrypted, stored of�ine and are not directly accessible by Authorized Users. These backups are purged on a rolling twelve (12) month

schedule. Upon written request, n2y may (in its sole discretion) consider an alternate content retention policy in certain circumstances. De‑identi�ed PII may be used by n2y for educational,

product improvement and other similar purposes; n2y will not use PII for marketing.

DATA BREACH OR SECURITY INCIDENT

n2y has internal protocols in place to deal with a breach of PII. n2y will notify an affected subscriber no later than seven (7) business days after n2y become aware of any breach of or security

incident involving PII. n2y will take prompt corrective action to remedy any breach or security incident, mitigate, to the extent practicable, any harmful effect of such breach or security incident

and the corrective action n2y has taken or will take to prevent future similar breaches or security incidents.

PRIVACY PLEDGE

As a public commitment for the responsible collection and use of student data, n2y is a signatory to the Student Privacy Pledge 2020 (the “Pledge”) of the Future of Privacy Forum and the

Software & Information Industry Association (SIIA). n2y believes this Agreement is consistent with the Pledge and will ensure that any current and future subcontractors and business partners

operate in a consistent manner by agreeing to comply with this Agreement. The Pledge is available for review at: Student Data Privacy Pledge

CUSTOMER FEEDBACK

n2y welcomes feedback from customers regarding its products and services. Contact us at (800) 697‑6575 or follow the Submit a Request link at n2y.com. You agree that any feedback given is

entirely voluntary and n2y shall have a non-exclusive, perpetual, irrevocable, worldwide, royalty-free license for its bene�t to use, disclose, reproduce, license or otherwise distribute and

exploit the feedback provided to it as it sees �t, entirely without obligation or restriction of any kind on account of intellectual property rights or otherwise.
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n2y reserves the right, in its sole discretion, to terminate your access to all, or any part, of this website and its accompanying materials and content at any time and without notice for any

reason. n2y, in its sole discretion, may also discontinue operating this website and terminate this Agreement at any time and without notice for any reason.

NO WAIVER

The failure of n2y to enforce any terms and conditions of this Agreement or to respond to any breach by you or other parties shall not in any way be deemed a waiver of n2y’s right to enforce

any terms or conditions of this Agreement.

GOVERNING LAW AND VENUE

By using this website and its accompanying materials and content, you agree that the laws of the State of Ohio without regards to principles of con�ict of laws, will govern this Agreement and

any dispute that may arise between you and n2y. Further, you expressly agree that exclusive jurisdiction for any dispute resides in the courts of Erie County, Ohio.

SEVERABILITY

All provisions of this Agreement are severable and neither this Agreement nor any provision hereof shall be affected by the invalidity, inapplicability or unenforceability of any other provision

of this agreement.

QUESTIONS?

If you have any questions about this Agreement, you may contact us at (800) 697‑6575.

LAST UPDATE: JULY 2021

Copyright © 2022 n2y, LLC. All rights reserved. Terms of Use and Privacy Policy Media Kit Trust Center
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